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Tpe6OBaHMH K BOOAOHENMPOHNUAEMOCTU

Heobxoanmo obecneuynTb BOAOHENPOHWULAEMOCTb Kabenei B COOTBETCTBUMMU CO
cneayoLWMMN UHCTPYKUMAMKU. OTBETCTBEHHOCTb 33 NOBPEXAEHME YCTPOIMCTBA U3-3a
nonagaHus BoAbl MO MNPUYMHE HeHag/exawux mep no obecneyeHuto
BOAOHENPOHULAEMOCTU NONHOCTBIO JIOXKUTCA Ha NONIb30BaTe/IA.

= NPUMEYAHUE!

® Mepes Havanom paboTbl NOAKAOUUTE BCe HeobxoauMble Kabenn u obpexbTe
MeAHble NPOBOAA ANA HEUCMONb3YeMbIX Kabenew.

® /icnonb3yiiTe BOAOCTOWMKYIO KNeWKylo NeHTy (NOCTaBNseTcA C HeKoTopbiMU
NPoAyKTamMu) Ans 3aluTbl Kabenew.

® VIcnonb3yiiTe NPUHAANEKHOCTU ANA TMAPOU3ONALMK, YTOBbI 3aWMUTUTL CETEBOI
Kabenb. BbINONHUTE OTAENBHYIO TMAPOU30NALMIO Kabens NUTaHUA, ecin OH He
ncnonb3ayerca. BbINoNHATL ruaponsonaumio Bugeokabens He Tpebyerca.

1. Wcnonb3yiiTe WU3ONALUMOHHYIO NIEHTYy (He BXOAMT B KOMMAEKT MOCTaBKM) ANA
COeAVNHUTE/NIbHOM YacTu Kaxaoro Kabens.

Coeprurensiias vacts

Vsonsusonan newta

2. BbIMNONHUTE FTMAPOU30NALMIO Kabenei C MOMOLLbIO BOJOCTOMKOM KNEMKOMN NEHTDI.

(1) MoNHOCTbIO PacTAHUTE BOAOHENPOHULLAEMYIO NEHTY HA 06OMX KOHLIAX.

(2) NMnoTHO 0bMOTalTe COeAMHUTENIbHYIO YacTb U KOHLbI Kabenei BOAOCTOMKOM
NeHTOW. Bo Bpema 3TOro npouecca /NEHTa AO/MKHA 6biTb NOMHOCTbIO
pacTaHyTa.

(3) 3aTAHMTE NeHTy Ha 060MX KOHLAX AN NPEAOTBPALLEHUA YTEUKU BOAbI.

E Zamanyre
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ZatanyTs 3atanyre
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O6ephuTe ucnonb3yembie Kabean
otaensHo

=2>Bogocroiikan nenra

3amoraiire Hencnonb3yembie kabenn
BMecTe 8 OAMH NYSOK

3. MMocnefoBaTeNbHO — YCTAHOBWTE — MOCTABAAEMble  MPUHALNEKHOCTM AR
TMAPOU30NALMM HA CETEBOW Kabenb.
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NPEAYNPEXAEHUE!

CHavana HeobXxoAMMO YCTaHOBWUTb PE3MHOBOE KO/bLO Ha MHTepdeinc ceTeBoro
kabens.

4. Ecnm y Kamepbl MmeeTcA Kabenb MNOCTOAHHOTO TOKa, KOTOpbIA He 6yaer
MCNO/Ib30BaTbCA, BCTABbTE B UHTEPdEIAC 3ar/TyLLUKY.

MHTepdelic noctoaHHOrO
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3arnywka

5. HeobssaTtenbHblit war. Mocne obecneyeHns rMaponsonaLmmM Nomectute kabenu
B BOAOHEMPOHMLAEMYIO PaCnpeAenuTesibHylo  KopobKy (npuobpeTaetcs
OTAENbHO).

NPEAYNPEXAEHUE!

©® KabenbHbli1 pasbem He JO/MIKEH OCTaBaTbCA HEe3alWMLeHHbIM. He aonyckaiite
BO34EMCTBUA BOADI.

® CobepuTe 1 3aKpenuTe YCTPOCTBO NOC/IE AEMOHTAKA.

® [lomecTuTe afanTep NUTaHUA B PacnpesesMTeIbHYI0 KOPOBKY.




1 YnakoBOYHbIW /U

B cnyyae noBpexAeHUA YNaKOBKU W OBHapyKeHUA HepocTaunm obpatutech K
MecTHoMy Annepy. KomnieKTauua 3aBUCUT OT MO YCTPOICTBa.
Ne HavmeHoBaHue Kon-Bo EauHuua
1 Kamepa 1 .
2 PykoBoacTBO nonb3osatena 1 Komnnekr
3* KomnnekT npuHagnexHocTen 1 Komnnekr

UHCTpYKLUUK

TEXHUKE 30MacCHOCTU

MOHTa¥ ¥ AEMOHTaX YCTPOMCTBA M €ro KOMMAEKTYIOWMX AOMXKHbI BbINONHATHCA
KBanUGUUMPOBAHHBIM NepcoHanom. [lepes yYCTaHOBKOW W 3Kcnayataumen
ycTpoicTBa HEOoB6XOAMMO O3HAKOMMUTLCA CO BCEMM MNPUBEAEHHBIMU  HUXKE
MHCTPYKLMAMM NO TEXHKKe 6e30MnacHoCTy.

2.1 Mepbl NpefoCTOPOIKHOCTH

Mcnonb3syiiTe agantep nWTaHUA WAM ycTpoicTBo POE, cOOTBETCTBYIOLWLMIA
Tpe6oBaHMAM. B NPOTUBHOM CNlyyae YCTPOMCTBO MOMKET BbiTb NOBPEXKAEHO.

Y6eautecb, 4To Kabenb mexay 6/10KOM MUTAHUA U KamMepon He CAWLLKOM
A/MHHBIA.  Ype3mepHO AAWHHbIA Kabenb MOXeT NpuMBECTM K NajeHuto
HanpsXeHWn Kamepbl U K cboam B ee pabote. Ecam TpebyeTcsa yanuHuTh kabenb
NUTaHWA, YAAUHWTE Kabenb mexay 6710KOM NUTaHUA U CeTbio.

He crubaiite Kabenn Bo Bpemsa YCTAHOBKM, T. K. MIOXOW KabenbHbli KOHTAKT
MOXXET NPUBECTU K HEMCMPABHOCTK.

MpU NOAKNOYEHUM K BHelWHeMy WHTepdelcy MCNonb3yiTe WMMEIoLLYCcA
KNemmy u ybeamtecb, 4TOo KabesbHbli HAaKOHEYHMK (3aENKa MAKM 3aKUM)
MCnpaBeH 1 NAOTHO 3aKpeneH. CneauTe, uToBbl BO BPEMA MOHTaXa Kabesb He
HaTAMMBAJICA U MMes COOTBETCTBYIOLWMIA 3anac AJMHbI BO M3BeaHWe naoxoro
KOHTaKTa NopTa uam ocnabneHns KOHTaKTa BCIEACTBME yaapa Uau BUGpaLmMK.
Bo Bpems TPaHCMOPTUPOBKM HEOBXOAMMO yaensTb 0coboe BHUMaHWe 3awuTe
NPO3paYHON KPbIWKKM KyNoaa OT TPeHWA, LapanuH, nsteH u T. 4. He cHumaiiTe
3AWMTHYIO MNEHKY C KPbIWKKM Kynona [0 3aBeplieHus MoHTaxa. CHumute
3aLMTHYIO NAEHKY Nepes, BKIIYeHUeM yCTPOMCTBA.

CBAKMTECH  CO  CMeuManuctamm  Aas  NoaydyeHus  uHdoOpmauum o
TexobcnyKuMBaHUU. He nbiTaiiTech pas3obpaTb YCTPOWMCTBO CaMOCTOATENbHO.
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Komnanus He HeceT OTBETCTBEHHOCTM 3a HEMCNPaBHOCTM, BO3HWKLLME B
pesynbTaTeé  HECaHKUMOHMPOBAHHOTO  PEMOHTa WA  TEXHUYECKOro
obcnyRuBaHUA.

2.2 TexHuyeckoe obcnyxumBaHue

® [lpy HaNMUMW NbIAM HA NepeaHel CTEKNAHHOW MOBEPXHOCTU OCTOPOXKHO
YAQNUTE ee, UCNONb3YA 0BE3KUPEHHYIO KUCTb MM PE3UHOBBINA acnupaTop.

[ ] MPY HAZIMYMK JKUPHBIX NATEH UMW NbIIW HA NEpPeAHeN CTEKNAHHOW NOBEPXHOCTU
OCTOPOXHO O4YUCTUTE MNOBEPXHOCTb CTEKNa OT LEHTpa K Kpaam, UCNONb3yAa
AHTUCTAaTUYECKUE NepYaTKnU nin 0663)KMpeHHyK) TKaHb. ECAn }XnpHoOe NAaTHO uam
Nbl/Ib YAANUTb He YyAaeTcs, I/ICI'IOﬂb3yl7ITe AHTUCTATUYECKME MNepyYaTKU wunun
06€3)KMPEHHYI0 TKaHb, CMOYEHHble MOMLWUM CPeACTBOM, U OCTOPOXKHO
OYNCTUTE NOBEPXHOCTb CTEK/1a 40 UX NOSIHOIO YAaNneHuA.

® [Ipy OYMCTKE MNOBEPXHOCTU MNPO3PAYHON KPbILWKM Kynona He MCnonb3yiite
OpraHuyeckue pacTBOPUTENN, Takue Kak 6eH30M U cninpT.

3 LWHWIA BUA,

3.1 Pasmepsl

Ha pucyHKe HMXKe noKasaHbl pasmepbl YCTPOWCTBA. BHewHWit BuA MoxeT
OT/IMYATLCA B 3aBUCHMOCTU OT MOZE/IN Kamepbl.
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6.8
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3.2 Kabenu

BHeWHW A BUA N OTBETBUTENbHbLIA Kabenb MOrYT OTMYaTbCA B 3aBMCMMOCTM OT
MOAENN Kamepbi.

WUHtepdeiic nutanua

CeteBoit uHTepdeiic

E OBPATUTE BHUMAHMUE!
“™] @ TexHuueckme xapaKTePUCTMKM CM. B 0BHOBAEHHOM NacnopTe Usaenus.
® Haxmute u yaepskusante KHonky RESET He meHee 15 cekyHa, 4TO6bl
BOCCTAHOBUTb CTaHAAPTHbIE 3aBOACKME HACTPOMKU. BbINONHWTE 3Ty OnepaLuuio
B TedeHne 10 MUHYT Nocne BK/IOYEHWA YCTPOICTBA, B MPOTUBHOM CAyyae npu
cbpoce MOKET NPON30UTH OLIMBKA.

4 MoHTaX Kamepbl

4.1 YcTtaHoBKa KapTbl Micro SD (4ono/iHUTeNbHO)

B kamepax, noaaepusatoLLimx KapTbl micro SD, KapTy micro SD MOXHO BCTaBUTb,
OTKPbIB HUMKHIOK KPbILWKY Kamepbl. He noakatovaiite kapTy micro SD cpasy nocne
BCTaBKMW. B NpoTUBHOM C/lyqae Kamepa Uamn Kapta micro SD moryT 6biTb NoBpeXAeHbI.

YTo6bl O3HAKOMMUTLCA C PEKOMEHAYEMbIMU  XapaKTepucTUKamu  SD-KapTl,
06paTuTeCh K NPOAABLY MU B CNYXKOY TEXHUUECKOM NOAAEPIKKN.

1. YT06bl OTKPbITb HUXKHIOK KPBILLKY, 0CNabbTe BUHTbI C KPECTOOBPAa3HbIM LWAULEM.

2. BcraBsbTe KapTy micro SD.



Cnort ana KapTbl micro SD

4.2 MOHTaX Ha cTeHe

Kamepa MoKeT KpenuTbea Kak Ha CTeHe, TaK U Ha NOTO/IKe, NPU 3TOM KPOHLUTENHbI
npvobpeTatoTca oTAeNbHO. HKe NoKasaH Npumep KpenaeHua Ha cTeHe. Mopagok
Kpen/ieHuns Ha NOTO/IKE MOXOX Ha NOPAAOK KpenneHue Ha CTEHe U NO3TOMY 34echb
He paccmaTpuBaeTca.

1. OtmeTbTe NONOKeHUs OTBEPCTHWIA. MpuKneiiTe Ha cTeHy WabaoH AnA cBEpAeHUA
1 COBMECTUTE LieHTP KpecTa C OTBEPCTMEM B CTEHE.

J

2. Mpoceepinte oTBEPCTUS AMAMETPOM 6-6,5mMm Ha raybuHy 30mm B
COOTBETCTBUM C LWABAOHOM.

3. 3abeiTe nnacTukosble Aobenun B HanpasaoLme oTBEPCTUA U ybeanuTech B TOM,
UTO OHW HAZEXKHO 3aKpeneHbl.



4. MNpexae Yem YCTaHOBUTb Kamepy Ha CTeHy, ocnabbTe yHMBepcanbHoe
WAPHUPHOE COeAMHEHNE, OTKPYTUB CTOMOPHYIO raiiky.

5. YcTaHoBMTE Kamepy Ha CTeHy 1 NoAKNoYMTe Bce Kabenu. BctaBbTe camopesbl B
HanpaeAfAloLWMe OTBEPCTUA, PACMONONKEHHbIE B OCHOBAHUM, W 3aKpyTUTE WX B
CTeHY OTBEPTKOW.

6. BcTaBbTe aHTEHHY B aHTEHHOE rHe3/0 B YyKa3aHHOM Hanpas/ieHuK.

WUHTepdeiic aHTeHHbI

7. Otperynvpyiite HanpasaeHWe HabnoaeHus.



(1) domkHbim 06pasom OTperyaupyiiTe yroa HaknoOHa YHUBEPCANbHOMO
LWAPHUPHOTO COeAMHEHNA.

(2) MoBepHWTe chepuyeckuii WapHUp Kamepbl B KENAaeMOM HanpasaeHun
HabnoaeHus.

(3) 3aTAHWTe cTONOPHY!O raiky.

8. BkatounTE Kamepy v OTperyupyiite usobpaxeHue.

I@ OBPATUTE BHUMAHMUE!
]

MpeAblAyLMiA NpoLLece YCTaHOBKM OMMUCHIBAET CKPbITbIA MOHTaX, NPV BbINOJHEHUN
KOTOPOro B CTeHe CBEP/IATCA OTBEPCTMA W MpOKNaApiBaloTcA Kabenun. Mpu
HapY)XHOW YycTaHOBKe Kabenn He CKPbIBAOTCA B CTEHe, a BbIBOAATCA 4epes
oTBepcTUe C60Ky OCHOBaHMUA.

5 [Joctyn K Kamepe

Mepeg Hayanom paboTbl ybeauTecs, 4To:

® Kamepa paboTaeT Hagnexalimm o6pasom 1 NOgKNIOYEHa K CeTU.
® Ha ucnonbayemom Bamu MK ycTaHoBneHa Bepcusa 6paysepa Internet Explorer
7.0 unu Bblwe.
YTo6bl HaCTPOWUTL AOCTYN K Kamepe 4yepe3 WHTEPHET, BbINOAHWTE chedylolime
Aencrena:

1. Ortkpotiite 6paysep, BBegute IP-aapec kamepbl 192.168.1.13 B aApeCcHYHO CTPOKY
1 HaXkmuTe Knasuuy Enter, 4To6bl OTKPLITL CTPAHULLY BXOAa.

2. Bseaute ums nosab3osaTens U naposb (admin/123456 no ymonyaHuio), a 3atem
HaxxmuTe Login.



@ NPUMEYAHMUE!

® [poTtokon DHCP BKatoueH no ymonyaHuioo. Eciv B Bawweln cetm ncnosnbyercs
cepsep DHCP, kamepe moxeT 6biTb Ha3HaueH IP-agpec, KoTopbili Heobxoaumo
6yaeT Ucnonb3oBaTh ANA BXOAA B CUCTEMY.

® [lpy nepBom BXoAe B CUCTEMY MOMKET NOoTpeboBaTbCA YCTAHOBWUTb NAArMH.
CnepyiiTe yKasaHMAM Ha 3KpaHe ANA 3aBeplUeHMA YCTaHOBKM, a 3aTem CHOBa
OTKpoiTe 6pay3ep, 4Tobbl BOMTU B CUCTEMY.

® [lapo/ib N0 YMONYaHUIO NpeAHasHaueH TONbKO ANA NepBOro BXOAA B CUCTEMY.
[Onsa obecneyeHns 6€30MacHOCTU M3MEHWUTE Naposb Moc/e MepBoro BXoAad B
cuctemy. HacToAaTenbHO pEKOMEHAYETCA NPUAYMaTb HaAekHbI naponb,
coAepKalmnii He meHee 9 CMMBOJIOB BCEX TPeX KaTeropuit: uudpbl, Gyksbl 1
cneumanbHble 3HaKK.

® Ecnv naponb 6bin MSMEHEH, UCMOb3YITe ANA BXOAA HOBbIV Napob.




OTKa3 OT OTBETCTBEHHOCTU U npeaynpexaeHua o mepax 6e3onacHo

3anBneHne 06 aBTOPCKMX NpaBax

© 2023, aBTOpCKME MpaBa NpuHagnexaT komnaHum Zhejiang Uniview Technologies Co., Ltd. Bce
npasa 3alymLeHsl.

HMKaKan 4acTb HACTOALEro PYKOBOACTBA HE MOXET 6biTb CKOMMPOBaHa, BOCMPOU3BEAEHa,
nepeseAeHa UM nepesaxa B Ntoboit opme nam NtobbIMU cpeacTBamu 63 NpeaBapuUTeNbHOMO
nucbMeHHoro cornacua komnanum Zhejiang Uniview Technologies Co., Ltd (aanee ynomuHaetcs
Kak «Uniview» uan «mbi»).

YCTPOICTBO, OMWCaHHOE B HACTOALLEM PYKOBOACTBE, MOMET CoAepsaTb cobcTBeHHoe
nporpammHoe obecneyeHue, npUHaL Ly KOMNaHUM U ee /uueH3napam. bes
paspelleHuns Hallei KOMNaHWUK U ee INLEH3MAPOB 3aNpPeLLAETCA KONMMPOBATb, PACNPOCTPaHATb,
MOANPULMPOBATL,  MPUCBaMBaTh, AEKOMMWAMPOBaTb, paclundpoBbIBaTb, NOABEPraTb
06pPaTHOMY WHKWUHWUPUHTY, NPEefOCTaBATL B apeHay, nepefasatb WAWM CyGAULEH3MPOBaTL
BblLIEYNOMAHYTOE NporpammHoe obecneyeHne B to6oit popme 1 NtobbIm cnocobom.

MoaTeepAeHNE TOProBbIX MapoK

—_—~
U nV ABNAIOTCA TOBAPHLIMM 3HaKaMU UM 3aPErMCTPUPOBAHHbI
MW TOBAPHbIMK 3HAKamMun HaLLleﬁ KOMMaHUW.
Bce Apyrve TOprosble MapKW, Ha3BaHWA KOMMaHWI M HaUMEHOBAHWA MPO/AYKTOB,
YNOMAHYTbIE B HACTOALLEM PYKOBOACTBE, ABNAIOTCA COBCTBEHHOCTLIO COOTBETCTBYIOLMX
BNAAENbLEB.
3anABneHune o cobnl0AeHUE IKCNOPTHOTO 3aKOHOAATENbCTBA
Hawa KomnaHua cobatogaeT NPUMEHUMbIE 3aKOHbI 1 NPaBK/ia SKCMOPTHOTO KOHTPONSA,
AeiicTByloLLME BO BCEM MUPE, B TOM Yncne B Kutaiickoit HapoaHow Pecny6auke u CLUA.
Ml TaksKe cobntofaem COOTBETCTBYHOLLME NPABUAA, KaCaloLLMeCA SKCNOpTa, PesKenopTa
1 nepepaun 060pyaoBaHUsA, NPOrPaMMHOrO 06ecneyeHns 1 TeXHONOTMA. Mbl npocm
Bac CTPoro cobto4aTb MeXAyHapOoAHbIE SKCMOPTHbIE 3aKOHbI M NPaBUAA, MPUMEHVUMble
K YCTPOMCTBY, ONMCAHHOMY B HAaCTOALLEM PYKOBOACTBE.
YBeaomneHune o KOHGUAEHUMANLHOCTN
Hawa KomnaHuA cob/t0AaeT COOTBETCTBYIOLME 3aKOHbI O KOHOWUAEHLMANBHOCTU K
CTPeMWTCA  3aliMWATL  NEepCcOHasbHble JaHHble nosb3oBaTeneid. Bbl  MoxeTe
03HAKOMWTBCA C MOMHBIM TEKCTOM HalLei MOAUTUKU KOHGUAEHLMANbHOCTU Ha caifTe
KOMMNaHUW U y3HaTb, KaK Mbl 06pabaTbiBaem Bally IM4HYI0 MHbOPMaLMIO. TOMHUTE, 4TO
MCMNO/b30BaHME YCTPOICTBA, ONMUCAHHOMO B AAHHOM PYKOBOACTBE, Npeanonaraet cbop
IMYHOM MHPOPMALIMK, TAaKOM KaK M306paXkeHna NnL, OTMEYaTKM NanbLes, HOMepHble
3HaKW, aZpeca 3/1eKTPOHHOMN MOYTbI, HOMepa TeslepOHOB 1 AaHHble reosokauuu (GPS).
Mpwv Mcnonb3oBaHWMM yCTpoiicTBa cobatofaliTe MecTHbIe 3aKOHbI U Npasuna.
06 3TOM pyKOBOACTBE

® HacTosuiee pyKOBOACTBO NpeAHA3HAYEHO A/1A HECKONbKUX MOAENEN YCTPOMCTB, NO3TOMY

doTtorpaduun, uanlCTpaLmMM, OMUCAHUA U T. A. MOTYT OTAMYATLCA OT (aKTUYECKoro
BHeLWHero suaa nau ¢yHKLIMI>‘1 KOHKpeTHOro usgenua.
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® Hacrosilllee PYKOBOACTBO MpPeAHAa3sHAYeHO [NA HECKONbKUX BEepcUil MporpammHoro
obecneyeHuns, MO3TOMY MANKOCTPALMM M OMUCAHWA MOTYT OT/IMYATLCA OT pPeanbHoOro
rpaduyeckoro uHTepdeiica n GyHKLMIN NporpammHoro obecneyeHus.
©® HecmoTpA Ha BCe HallM YCWAMA, B 3TOM PYKOBOACTBE MOTYT 6biTb TEXHWYECKME WU
Tunorpadckme ownbKM. Halla KomMnaHUA He HeceT OTBETCTBEHHOCTY 3a Ntobble oWNBKK U
ocTas/ifeT 3a coboll NpaBo U3MEHATb PYKOBOACTBO 6e3 NpeaBapuTe/IbHOTO YBeAOMIEHUS.
Monb3oBaTenM HecyT MOJIHYIO OTBETCTBEHHOCTb 3a yulepb W y6bITKM, BO3HMKLIME B
pesy/nbTaTe HapyLWeHW NPaBMA SKCMyaTaumm.
Mbi ocTaB/ifiem 3a coboii NpaBo M3MeHATb Nto6YIo MHPOPMaLMIO B 3TOM pyKoBoacTBe He3
npefBapuTe/IbHOTO YBEAOM/IEHUA. B cBA3M C OBGHOBNEHMEM BepcuM YCTPOWCTBA WU
HOPMaTMBHbIX TpebOBaHWA COOTBETCTBYIOWMX PErMOHOB [aHHOe PyKoBOACTBO OyaeT
NepUOANYECKM U3MEHATLCA.
OrpaHuyeHue OTBETCTBEHHOCTU
® YCTpOIACTBO, OMMCAHHOE B A@aHHOM PYKOBOACTBE, MPEAOCTaB/AETCA Ha YC/0BMAX «KaK
ectb». Ecnn 370 He TpebyeTca AeiCTBYIOLIMM 3aKOHOAATENbCTBOM, JaHHOE PYKOBOACTBO
npefHa3sHayeHo TONbKO A1A MHGOPMALMOHHbIX LieNield, a Bce yTBEPXKAEHUA, CBeAeHUA U
peKomeHJauMN NpecTaBNAOTCA 3[ecb 6e3 KakMX-NMBo ABHbIX WAKU MOAPasymeBaembix
rapaHTMii B OTHOLIEHMM KayecTBa, COOTBETCTBMA YKa3aHHbIM LENAM, OTCYTCTBUA
HapyLeHWit NpaB TPETbUX CTOPOH 1 BCEro NMpoyero.
® B TOI1 CTeneHu, B KOTOPOI 3TO JOMycKaeTcA AeiCTBYIOWMM 3aKOHOAATENbCTBOM, 06Lan
OTBETCTBEHHOCTb Halleil KOMNaHWKM 3a Bce MOBPEXAEHUA YCTPOICTBA, OMUCAHHOTO B
HaCTOALLEM PYKOBOACTBE, He MpeBbilaeT CYMMy, KOTOPylO Bbl 3aniaTuiu 3a 370
YCTPOMCTBO (33 WCKNIOYEHWEM MPeAYCMOTPEHHbIX MPUMEHUMbIM 3aKOHOAATENbCTBOM
C/lyyaes, CBA3aHHbIX C TPaBMamu).
Monb3oBaTenn HecyT NOJIHYIO OTBETCTBEHHOCTb U GepyT Ha cebs BCe PUCKM, CBA3AHHbIE C
NOAKNIOUYEHUEM YCTPOICTBA K MIHTEPHETY, BK/IO4aA, NOMUMO NPOYEro, PUCKM CeTeBbIX aTak,
B3/10Ma CUCTEMbI U 3apa*XeHUA BUpycamu. Hawa KomnaHuAa HacToATeNbHO pekomeHayeT
noNb30BaTe/IAM NPUHATL BCe HeOﬁXO,D,VIMbIe Mepbl  ANA  YyCUNEeHWUA 3aluTbl CeTu,
YCTPOICTBA, Aa@HHbIX U NIMYHON MHbOPMauLMK. KOMNaHUA He HeceT OTBETCTBEHHOCTH,
CBA3AHHOW C 3TUMM PUCKaMM, HO C FTOTOBHOCTbIO NPEAOCTaBUT HEOBXOANMYIO NOALEPHKY
Ana obecneyeHns 6esonacHoCTU.
® B TOi1 cTeneHu, B KOTOPOW 3TO He 3anpeLleHo AeNCTBYIOWMM 3aKOHOAaTeIbCTBOM, Halla
KOMMNaHWA, ee COTPYAHUKW, JIMLEH3Napbl, AOYEPHWE KOMMaHUM U Quananbl He HecyT
OTBETCTBEHHOCTM 3a MOCNAEACTBUA UCMO/Ib30BaHUA UM HEBO3MOXXHOCTU MCMO/b30BaHMUA
NPOAYKTa UAM YCIYTU, BKAIOYAA, MOMUMO MPOYEro, yryLieHHYI0 Bbirogy 1 ilobble apyrie
KomMMepuecKue yObITKM, NOTePIO AaHHbIX, PACXOAbl Ha MOKYMKY 3aMEHAIOLLMX TOBapPOB UAU
YCNyr; maTepuanbHblii ylepb, TpaBMUpoBaHue, nepepbiBbl B paboTe, noTepto Ae/s0BoM
MHbopMaLmmK, a Takke iobble crneuuanbHble, MPAMble, KOCBEHHble, C/yvaiiHble,
nobouHble, MaTepuasbHble, CTPaxoBble, LWITpPapHble M BCrOMOraTesbHble Y6bITKM,
He33aBMCUMO OT MUX MPUYMH W OPUANYECKON KBanudUKaLMU npeTeHsuii, byap To
HapyLleHWe YCNIO0BMI KOHTPaKTa, NpaBoHapylleHWe, HenpeaymblileHHOe NpUYnMHeHne
BpeAa (BKAouas HeBPEXHOCTb M Npoyee), a TaKKe Apyrve NPUYMHbI, He CBA3aHHbIE C
MCNONb30BaHMEM AAHHOrO MPOAYKTa, Aa)e ecAu Hawel KoMnaHuu 6bino U3BecTHo o
BO3MOXHOCTM TaKoro yulepba (Kpome ciyyaes, KOrAa 370 MOxeT Tpe6osaTbea
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NPUMEHWMbIM  3aKOHOAATENLCTBOM B CBA3M  C  TPaBMamu, CAy4YaiHbIM - WM
AOMNONHUTE/bHBIM Yylep6om).

CeTeBas 6e30nacHOCTb
PekomeHAyeTcA NPUHATL BCe He06X0AMMbIE MepPbI ANA NOBLILEHNA YPOBHA CETEBOM
6e30nacHOCTH BaLero ycTpoicTea.
Huke nepeuncneHbl Heobxoaumble mepbl Ana obecneyeHus ceTeBoit GesonacHocTU
ycTpoiicTBa.
® M3meHuTe Naposib NO YMO/YaHMIO Ha 6onee HageXHbI: HaCTOATE/IbHO PeKoMeHayeTca
M3MEHUTb Naposib MO YMONYAHUIO NOCNE NepBOro BXOAA B CUCTEMY Ha HOBbIWM HaZEeXKHbIN
naposib, CoepXalyuili He MeHee 9 CMMBOJIOB BCeX TPeX KaTeropuit: uuopbl, Byksbl u
creumanbHble 3Haku.
PerynfipHo 06HOBNAITE NPOLMBKY: PEKOMEHAYETCA PErynspHO OGHOBAATL MPOLIMBKY
YCTPOIACTBa A0 NOC/eAHe BEPCUM A1A NOAAEPHKM HOBBIX GYHKLMI U MOBbILIEHWA YPOBHSA
6esonacHocTh. [lnA NoNyvyeHUA NociefHell BepCUM MPOLIMBKM NoceTuTe opuLManbHbli
Be6-CalT Halel KOMNaHWU UK 06paTUTECH K MECTHOMY NPOAABLLY.
® [InA noBbilleHUA ceTeBOi 6e3omacHOCTM YCTPOIiCTBa cnefyiiTe NPUBEAEHHBIM HUXKe
PeKomMeHAaLUAM.
PerynfipHo meHsAiTe naponb: MeHsiTe Mapo/ib YCTPOICTBA HA PErynsapHoi ocHose U
XpaHuTe ero B 6e3omacHOM MecTe. YAOCTOBEpbTECh, YTO TO/NBKO aBTOPU30BAHHbIN
N0/Ib30BaTe/Ib MOXKET MONYYUTb JOCTYN K YCTPOCTBY.
® Bratounte HTTPS/SSL: ucnonb3yiite SSL-ceptudukat ans wmdposauus HTTP-coobLieHuit
1 obecrneyeHns 3almnTbl AaHHbIX.
Bkntounte punbrpaumio IP-agpecos: paspelunTe JOCTYN TONLKO C YKasaHHbIX IP-agpecos.
WUcnonb3yiiTe  MMHMManbHOE  YMC/IO  COMOCTaB/AEMbIX  MOPTOB:  HacTpouTe
MapLipyTusaTop unuM 6paHamaysp Takum obpasom, UTODbl OTKPbIBaTb MUHUMA/bHbIN
Habop NopToB A1A 06asbHON CETU U COXPaHATL TOSIbKO HEeOBXOAMMbIE CONOCTaBIeHUA
noptoB. HuKorga He KOHQUrypupyiiTe yCTpOWCTBO B KauecTBe Xxocta DMZ u He
HacTpauBsaiiTe NoAHbIN KOHyC NAT.
OTKMtounTe GYHKLMM aBTOMaTUYECKOTO BXOAA M COXPAHEHWA Naponf: ec/i K Balemy
KOMMNbIOTEPY MMEIOT [OCTYN HECKO/IbKO MO/b30BaTeNell, PeKOMEH/YETCA OTK/IIOUUTb 3TU
bYHKLMM, 4TOBbI NPeAoTBPaTUTL HECAaHKLIMOHMPOBAHHbII JOCTyN.
©® /imMAa nonb3oBaTens M Naponb AOMKHbI 6biTb YHUKANAbHbIMU: He MCMONb3yiiTe MmA
nonb30BaTe/If U Napo/b Balleil CoLManbHol ceTu, 6aHKa, y4eTHOM 3annucKu SNEKTPOHHO
MOYThI U T. [l. B Ka4eCTBE UMEHW No/Ib30BaTe/IA U NaposiA A1A Ballero ycTpoiicTsa. B cayyae
yTeukr MHPOPMaLMK 13 BalLell COLMaNbHOM ceTu, 6aHKa UK 3NEKTPOHHOI NOYThbI Balle
YCTPOCTBO OKaeTcA Nog, yrpo3oil.
OrpaHuybTe npaBa No/ib30BaTeNeil: ec/in K Balleil cUCTeME MMEIOT OCTyN HEeCKObKO
nonb3oBaTenei, peKOMeHAyeTcA NPefoCTaBUTb KaXKA0MY N0/b30BATENIO TONbKO Te NpaBa,
KOTOpble ABNAAKOTCA HeOﬁXO,D,VIMbIMVI.
® Otkntounte UPnP: Korga dyHKumAa UPnP BK/OYEHa, MapLipyTU3aTop aBTOMAaTUYECKM
COMNOCTaBNAET BHYTPEHHME NOPTbl, @ CUCTEMA aBTOMATUYECKN NepeHanpasaneT AaHHble
NnopToB, YTO MPUBOAUT K PUCKY YTEUYKM fJaHHbIX. Takum obpasom, pekomeHayetca
oTKAoYUTb UPNP, ecin pexkum conocTtasnenns noptoB HTTP 1 TCP 6bin BK/KOYEH BPYYHYLO
Ha MapLipyTu3aTope.
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©® MHOroagpecHblit: MHOTOAPECHbI PEeXUM MpeaHasHayeH AA Nepefayn BUAEO Ha
HECKO/IbKO YCTPOWCTB. EC/i Bbl HE UCMO/b3yeTe 3TOT PeXUM, PEKOMEHAYETCA OTKNIOUYUTD
MHOroaZipecHyto nepesavy B CBOEN CeTu.
©® MpoBepKa KYPHANOB: PeryisapHO NpoBepsiTe KypHa/bl Ballero YCTPOWCTBa, 4TOGbI
06HapYKUTb HECAHKLIMOHWPOBAHHbIN AOCTYN UAN NOA03PUTE/IbHBIE ONepaLum.
WUsonupyiite ceTb BMAEOHAbNIOAEHUA: U30ONALMA CETU BUAECOHABNIOAEHUA OT ApYyrux
CEpBUCHbIX CeTell MNoMoraeT npefoTBPaTUTL HECAHKLMOHMPOBAHHLIA  JOCTyn K
yCTpOiCTBam cucTembl 6€30MacHOCTM U3 APYruX ceTeid.
® dusnyeckan 3alUTa: XpaHUTe YCTPOMCTBO B 3aKPLITOM MOMELLEHUM AW WKady, YToObI
npefoTBPaTUTL HECaHKLIMOHMPOBAaHHbIN GU3NYECKUI JOCTyr.
® SNMP: oTkatounte SNMP, ecaiv Bbl He Ucnonb3yeTe 3TOT NPOTOKOA. Ecav Bbl ucnonbsyete
ero, pekomeHayetca BbibpaTb Bepcuio SNMPV3.
NoapobHee
Bbl TaKkKe MoKeTe NoMy4YnTb JONONHUTENBHYIO MHPOPMaLUumto o 6esonacHocTy B LieHTpe
pearmpoBaHus Ha yrposbl 6e30nacHOCTM Ha Halwem oduLManbHOM caiiTe.

MNpeaynpekaeHna o mepax 6esonacHocTn
YCTPOWCTBO AOMKHO YCTaHaBAMBATLCA WM OBCAYNKMBATBLCA  KBaAUOULMPOBAHHBIM
CneunanucTom ¢ HeobxoAMMbIMU 3HaHUAMM B 0bnacTu cuctem 6esonacHocTU. YTobbl
usbexatb TpaBM W/MAM NOTepU MMyLLECTBA, Mepes HayanomM MCMOoAb30BaHWA
YCTPOICTBA BHMMATENbHO MNpOYMTaliTe 3TO PYKOBOACTBO WU ybeputecb, 4TO BCe
npvmeHuMble TpeboBaHUA cobOAEHbI.
XpaHeHue, TPAaHCMOPTUPOBKA U UCNOJIb30BaHME
® XpaHuTe M UCMONb3yiTe YCTPOMCTBO B Haj/iexalleil cpeje, KOTOpas oTBeyaeT BCem
HeobxoAMMbIM Tpe6oBaHMAM, BKIOYAA, TeMNepaTypy, BNaXKHOCTb, YPOBHY 3amblIEHHOCTH,
KOHLIEHTPALMK €AKUX 1a30B, 3/IEKTPOMArHUTHOrO U3NlyYeHUe U T. A.
® Y6eauTecb, UTO YCTPOMCTBO HAAENKHO YCTAaHOB/EHO M PasMeLeHO Ha  MI0CKOW
NOBEPXHOCTH, YTOBbI NPeOTBPATUTbL €ro NajeHue.
® Ecnv He yKa3aHO MHOE, He YCTaHaB/IMBaiiTe yCTPOICTBa APYr Ha Apyre.
® ObecneybTe XOpoLUYO BEHTUAALMIO B paboyeii cpeae. He 3aKpbiBaiiTe BEHTUNALMOHHbIE
oTBepCTUA ycTpoitcTBa. OcTaBbTe AOCTaTOMHO CBOBOAHOMO MECTa A/ BEHTUAALMN.
® He fonycKaiiTe BO3AENCTBUA HA YCTPOMCTBO NtOBbIX KUAKOCTEN.
® Ybeautecb, UTO WCTOYHWMK NUTaHUA obecneumBaer CTabunbHOe HanpsXeHue,
cooTBeTcTByIOWEe TpebOBaHMAM K MWUTaHWUIO YCTpoiicTBa. YBeauTech, YTO BbIXOAHAA
MOWHOCTb 6/10Ka MUTaHMA npeBbiaeT O06LYI0 MaKCUMasbHYI MOLLHOCTb  BCeX
NOAK/IOUEHHbIX YCTPOWCTB.
® Y6eauTech, U4TO YCTPOMCTBO YCTAHOBNEHO Haj/iexallmm obpasom nepes, noAKA0HeHUeM
€ro K UCTOUHUKY NUTaHUA.
® He ypanaiTe naomby c Kopnyca ycTpoWcTBa 6e3 npeABapuTENbHOW KOHCYNbTauuu C
HalMMK cneuuannctamu. He mbiTaliTecb CamMOCTOATENbHO NPOBOAUTL TeXHWUYecKoe
obcnyxuBaHue  ycTpoiicTBa. [1n1A  BbINOAHEHMA TexobcnyxusaHua obpaTutech K
KBaMOULMPOBAHHOMY CMELMAUCTY.
® [epes nepemelleHWeM YCTPOMCTBA BCETAA OTK/IIOYAITE ero OT UCTOYHMKA NUTAHUA.
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® [epes UCNONb30BaHUEM YCTPOICTBA Ha OTKPLITOM BO3AyXe MPUMMUTE COOTBETCTBYHOLLME

Mepbl M0 ero repmeTUsaLuu.
Tpe6oBaHUA K NUTaHUIO

® YcTaHaBAMBaTb M WCMO/b30BaTb YCTPOMCTBO HEOBXOAMMO B CTPOTOM COOTBETCTBUM C
MECTHbIMW NpaBUamMM TEXHUKM Ge3onacHoCTy.

® B kauecTBe afantepa ncnonbayite UL-cepTUdULMPOBAHHDIA MCTOYHUK NUTAHWA, KOTOPbI
COOTBETCTBYET Tpe6oBaHUAM LPS (MCTOUHMK NUTaHWA OrPaHUYEHHOM MOLLHOCTH).

® /icnonb3yiiTe PEKOMEHAYeMbl LWHYP MUTaHWA B COOTBETCTBMM C YKasaHHbIMU
XapaKTepucTMKamu.

® Vicnonb3yitTe TONbKO NpuUaaraemblil K Ballemy yCTpoicTBy agantep nuUTaHuA.

® cnonb3yiTe po3eTKy C 3aLMUTHLIM 3a3eMIEHUEM.

® 333eMuTe YCTPOICTBO Hagnexalmm 06pasom, eciv OHO JONKHO 6bITb 3a3emIeHo.

AupekTusa EC no HU3KOBONILTHOMY 060pyA0BaHUIO/INEKTPOMArHUTHOMN
COBMECTUMOCTH

[aHHoe usgenue cootseTcTByeT TpeboBaHuam AupekTtuesl EC 2014/35/EU
( E no HW3KOBONLTHOMY ObopyaoBaHWio U [upektusbl EC 2014/30/EU no
BHGKTpOMaFHMTHOﬁ COBMECTUMOCTW.

AvpektuBa WEEE 2012/19/EU no yTUAM3auUuMM OTXOAOB 3/NEKTPUYECKOTO WU
3/1eKTPOHHOTo 060pyA0BaHUA

M3AEHVI€, OMNuUCaHHOE B HacCToAWEeM PYKOBOACTBE, OTBEYAET MO/IOKEHUAM

ﬁ [JnpekTtusbl EC Mo yTMAM3aALMN OTXOA0B 3/EKTPUHECKOTO U 3N1eKTPOHHOTO
s obopyaosaHua (WEEE) u [0/MKHO YTWAM3MPOBATLCA COOTBETCTBYHOLWMM
o6pasom.
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